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Abstract: 
 
The growing adoption of smart farming 
technologies has led to the generation of large 
volumes of agricultural data, particularly for crop 
health monitoring and disease prediction. 
However, concerns over data privacy and 
ownership hinder the development of centralized 
machine learning models in agriculture. This 
paper proposes a novel framework that 
leverages Federated Learning (FL) to enable 
collaborative crop disease detection across 
multiple farms without sharing raw data. Each 
participating farm trains a local model on its 
proprietary image or sensor dataset, and only the 
model updates are aggregated to form a global 
model. This decentralized approach preserves 
data privacy while still leveraging the benefits of  
collective learning. We evaluate the proposed 
framework using benchmark plant disease 
datasets and simulate its deployment on edge 
devices typical in rural areas. The results 
demonstrate that federated learning achieves 
competitive accuracy compared to centralized 
models while offering robust privacy guarantees. 
This research paves the way for scalable, privacy- 

 
 
 
 
preserving AI solutions in precision agriculture, 
especially for low-resource and data-sensitive 
farming communities. 
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Introduction 
 
The agricultural sector is at a pivotal juncture, 
driven by the need to feed an expanding global 
population while coping with climate change, 
limited arable land, and declining natural 
resources. Technological innovations are now 
being increasingly adopted to address these 
challenges through what is known as smart or 
precision agriculture. One of the key 
applications of precision agriculture is crop 
disease detection, where the use of machine 
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learning (ML) and deep learning (DL) techniques 
has shown significant promise in early diagnosis 
and management of plant diseases [1]. 

 
Crop diseases are a major threat to global food 
production, causing an estimated 20–40% loss in 
yield annually [2]. Traditional methods of disease 
identification  involve  manual  inspection  by 

experts, which is not only labor-intensive and 
time-consuming but also inaccessible to 
smallholder farmers in remote areas. The 
emergence of image-based plant disease 
diagnosis using AI has revolutionized the 
detection process by enabling automated, real- 
time, and accurate identification of various plant 
pathogens [3]. However, the effectiveness of 
these models largely depends on the availability 
of large and diverse labeled datasets. Most 
existing models are trained using data collected 
from centralized sources, which raises issues 
around data privacy, security, and ownership. 

 
In conventional AI pipelines, data is typically 
uploaded from end-user devices (e.g., mobile 
phones, field sensors, drones) to centralized 
servers for training machine learning models. 
While this approach is suitable for many 
applications, it presents critical limitations when 

 
applied to agriculture. First, the data generated 
on farms is often sensitive. It includes 
proprietary farming practices, yield records, and 
environmental parameters. Farmers may be 
reluctant to share such data due to privacy 
concerns or fear of misuse [4]. Second, farms are 
often located in rural regions with poor internet 
connectivity, making the upload of large image 
or sensor datasets impractical. Third, the 
centralization of data introduces a single point of 
failure and increases the risk of data breaches or 
unauthorized access. 

 
To address these challenges, Federated Learning 

(FL) has emerged as a decentralized machine 
learning paradigm that enables model training 
across multiple devices or organizations without 
requiring data to leave its source. Originally 
introduced by Google in 2017, FL allows multiple 
participants—such as mobile phones or edge 
devices—to collaboratively learn a shared model 
while keeping all the training data locally [5]. 
Only model parameters (gradients or weights) 
are shared with a central server for aggregation, 
significantly reducing the risk of data leakage 
and enabling compliance with data sovereignty 
regulations. 

 
In the context of agriculture, federated learning 
presents a transformative opportunity to build 
robust and accurate plant disease detection 
models without compromising farmer data 
privacy. Each farmer or agricultural institute can 
contribute to a global model by training it on their 
local data, while the raw images or sensor 
readings remain securely on their own devices. 
This privacy-preserving approach aligns with the 
ethical and legal expectations surrounding data 
use in agriculture, especially in light of global 
regulations such as the EU’s GDPR and India’s 
Digital Personal Data Protection Act. 

 

Moreover, FL is particularly well-suited for 
deployment in resource-constrained 
environments, such as small farms with limited 
computational infrastructure or connectivity. 
With the integration of edge computing, local 
devices like smartphones or IoT-based sensors 
 
can perform model updates even offline, 
synchronizing periodically when connectivity is 
available [6]. This makes it feasible to bring AI- 
powered diagnostics to the grassroots level of 
agriculture, empowering farmers to make data- 
driven decisions and reduce crop losses. 
 
Several studies have demonstrated the potential 
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of AI-based disease detection. For instance, 
Mohanty et al. used a convolutional neural 
network (CNN) to classify 38 different classes of 
plant diseases from leaf images with an accuracy 
exceeding 99% [7]. However, this and similar 
models depend on centralized training data, 
limiting their scalability and privacy compliance. 
A federated approach would allow these models  
 
to be enhanced further by tapping into real-
world, diverse datasets from farms across 
different regions without ever collecting the data 
in one place. 

 
Recent advancements in federated learning have 
expanded its applicability to non-IID (non- 
identically distributed) and imbalanced 
datasets, which is a typical scenario in 
agriculture. For example, one farm may have 
image data of wheat rust, while another has data 
on tomato blight. A well-designed FL system can 
still aggregate knowledge from these disparate 
datasets to build a more generalized and 
accurate model. Optimization techniques such as 
Federated Averaging (FedAvg), 
personalization layers, and differential privacy 
mechanisms can be integrated to enhance both 
performance and security [8]. 

 

This research aims to develop and evaluate a 
federated learning-based system for crop 
disease detection, using deep learning models 
(e.g., CNNs) trained across simulated or real 
agricultural nodes. The study will compare the 
performance of the federated model with a 
traditionally trained centralized model using 
metrics such as accuracy, precision, recall, and 
training time. Furthermore, it will assess the 
communication efficiency, scalability, and 
privacy benefits offered by the federated 
approach 
 
By using publicly available datasets such as 

PlantVillage and simulating FL across edge 
devices, this paper will provide empirical 
evidence of the practicality of deploying 
federated learning in agricultural environments. 
It will also explore the integration of secure 
aggregation and differential privacy techniques to 
ensure that even the shared model updates 
cannot be reverse-engineered to reveal sensitive  

data. 
 
In summary, this research addresses a critical gap          
in the current landscape of AI-powered 
agriculture by proposing a federated, privacy- 
preserving, and scalable approach to crop disease 
detection. The expected contributions of this 
work include: 

 

 A federated learning architecture tailored 
for plant disease classification. 

 A comparative evaluation of federated 
and centralized approaches. 

 Insights into privacy, communication, 
and computational trade-offs. 

 A framework for real-world deployment 
using edge devices 

 
As agriculture becomes increasingly data-driven, 
ensuring the privacy, security, and inclusivity of 
AI solutions is paramount. Federated learning 
represents a paradigm shift in how agricultural 
AI can be developed and deployed—one that 
respects farmer autonomy while harnessing the 
collective intelligence of the farming community. 
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Table I 

Review of Literature: 
 

 

 

 

Research Methodology: 

 
Step 1: Data Acquisition and Preparation 

 
Description: A synthetic dataset was generated 
to simulate sensor/image-based crop data 
across multiple farm devices. The dataset 
includes: 

 device_id: representing different farms 
(nodes). 

 crop_type: such as Tomato, Potato, Rice, etc. 
 feature_1 to feature_10: numeric image or 

sensor-based features. 
 disease_label: binary class label indicating 

healthy (0) or diseased (1) crops. 
 
 

Step 2: Data Preprocessing 

 

Description: Categorical variables like device_id 
and crop_type were label encoded. Features 
were standardized using StandardScaler to 
ensure uniform input for the ML model. 
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Step 3: Federated Learning Simulation (Per- 
Device Model Training) 

 
Description: To simulate federated learning, 
each device (farm) trained its own local machine 
learning model (Logistic Regression) on its own 
data. No raw data was shared between devices. 

 
Step 4: Aggregation of Device-Level Results 

 
Description: The performance of each local 
model (per device) was collected for comparison. 
This simulates a federated learning environment 
where each node contributes to the overall 
model understanding while retaining data 
privacy. 

 
 

 
Step 5: Interpretation and Implications 

 

The evaluation of our machine learning model's 
performance across various devices provides 
crucial insights into how well the model 
generalizes and adapts in a federated 
environment. The metrics evaluated include 
accuracy, precision, recall, and F1-score, each 
visualized per device. 

 

 

Device-wise Accuracy 

 
Interpretation: 

 
 Device 4 exhibits the highest accuracy 

(~0.68), indicating the model’s strong 
predictive performance on this node. 

 Devices 1, 2, and 3 show moderate 
accuracy (between 0.58–0.62). 

 Device 5 has the lowest accuracy (~0.48), 
suggesting suboptimal performance likely 
due to data imbalance, noise, or 
heterogeneity. 

 
 
Implication: 
Accuracy variation implies that not all devices 
contribute equally in federated learning. 

Personalized tuning or adaptive local training 

could improve underperforming devices. 
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Device-wise Precision 

 
Interpretation: 

 
 Device 4 again leads with the highest 

precision (~0.64), meaning fewer false 
positives were predicted. 

 Device 1 performs moderately (~0.49), 
while Devices 2, 3, and 5 lag significantly 
(below 0.4). 

 
Implication: 
Low precision in devices 2, 3, and 5 could result 
in a high false alarm rate, which may lead to trust 
issues in decision-critical applications. Fine- 
tuning decision thresholds locally might mitigate 
this. 

 

Device-wise Recall 

 
Interpretation: 

 
 Device 1 scores highest on recall (~0.54), 

suggesting good sensitivity toward actual 
positive cases. 

 Device 4 performs fairly (~0.5), but 
Devices 2 and 5 show poor recall (<0.3), 
indicating missed detections. 

 
Implication: Low recall can lead to undetected 
critical events or anomalies. Devices with low 
recall may benefit from strategies like 
oversampling, loss reweighting, or knowledge 
distillation from global models. 

 

 

Device-wise F1-Score 
 
Interpretation: 

 
 Device 4 maintains the best balance 

between precision and recall with an F1- 
score of ~0.56. 

 Device 1 also achieves a fair F1-score 
(~0.51), indicating balanced 
performance. 

 Device 5 shows the weakest performance 
(~0.21), reinforcing findings from other 
metrics. 

 
 
 
 
Implication: The F1-score underlines the 
importance of trade-offs in federated learning 
environments. For practical deployments, 
devices with low F1-scores should undergo 
additional pre-processing or model fine- tuning 
to maintain parity with high-performing nodes. 
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